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Tested Solution: |Pv6 Transition Technologies

Moving a network from IPv4 addressing to IPv6 addressing cannot be performed in a single step. The transition necessarily proceeds in stages, with
islands of IPv6 developing within the IPv4 network, and gradually growing until they cover the whole network.

During this transition process, the islands of IPv6 need to be able to communicate with each other across the IPv4 network. Additionally, it is desirable
to be able to transition some network functions across to IPv6 while the majority of the network is still using [Pv4.

Allied Telesis provides robust solutions for IPv4-to-IPvé network transitioning, using IPv6 tunneling and dual IPv4/IPvé network management.

The Allied Telesis IPv6 transition technologies integrate seamlessly with the complementary facilities provided within Microsoft server and workstation
operating systems.

The Allied Telesis IPv6 transition solution will be presented here by a detailed description of an example IPv4/IPv6 hybrid network, consisting of Allied

Telesis switches and servers and workstations running various versions of Microsoft Windows

Network topology

The example network used in this example consists of two sections of IPv4 network, and a section of pure IPv6 network.
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The workstations in the upper IPv4 network are able to communicate using both IPv4 and IPvé. Similarly, the 8000S switch in the lower IPv4 network
is able to be managed by both IPv4 and IPvé.
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Tunneling techniques

Two different IPvé6-over-IPv4 tunneling methods are in use in this network:

m 6to4 tunneling is used to enable the workstations in the upper IPv4 network to tunnel their IPv6 traffic across the IPv4 network to reach the
IPvé network.

m ISATAP tunneling is used by the 8000S switch to tunnel its IPv6 traffic through to the IPvé6 network.

These two tunneling methods have different characteristics, and require different configurations on the switches and hosts. Let us examine the
characteristics and implementation of these two types of tunneling.

6to4 tunneling
This technique enables IPvé6 networks to communicate with each other across an IPv4 network.

Although this method is called 6to4 tunneling, it does not involve discrete point-to-point tunnels. The tunneling in 6to4 tunneling refers to the
fact that the IPv6 packets are encapsulated in IPv4 packets to be tunneled across the IPv4 domain. Hence, 6to4 tunneling is primarily a scheme for
encapsulating IPv6 packets inside IPv4 headers.

Using 6to4 tunneling, you are not required to specify tunnel destination addresses. The IPv4 address that represents the point at which any
given IPv6 packet will eventually exit the IPv4 domain is derived from the IPv6 packet itself. This is because 6to4 tunneling is designed to use IPv6
addresses which have an IPv4 address embedded within them. This embedded IPv4 address becomes the destination address of the IPv4 header
that encapsulates the IPv6 packet during its travel across the IPv4 network.

The IPv6 addresses used in 6to4 tunneling are of the form:
2002: <valid-IPv4-unicast-address> : XOXXOXOKEXXXX

This makes use of the fact that for every valid IPv4 unicast address A.B.C.D, there is always a corresponding valid IPv6 subnet 2002:<A.B.C.D>:/48.
For every global IPv4 address that has been allocated to an organization, there is immediately a global IPv6 subnet 2002:<ipv4-address>:/48
available to that organization.

In this solution, an x600 switch is configured as a 6to4 tunneling router. Hosts in the IPv4 network are configured with IPvé and IPv4 addresses.
Their IPv6 addresses are of the 6to4-compatible form 2002: <IPv4-address> : XXXOXXXXX XK. To communicate with the IPv6 network, their
IPv6 packets are encapsulated in IPv4, and use the x600 switch as a relay to give them access to the IPv6 network.

The 6to4-capable hosts are effectively small islands of IPvé, and 6to4 tunneling is used to connect those islands to the main IPv6 network.

Allied Telesis Page 2 www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

The interface connecting to the IPv4 network is configured with
an IPv4 address

Create routes to the IPv4 subnets beyond the IPv4 router that is

connected to VLAN

The interface connecting to the IPvé network is configured with
an IPv6 address of the form 2002:<address on IPv4 interface>:
PKXAKXXKXHK XK

A tunnel interface is created. The source IP address configured
on the tunnel is the address that will be the source IP on

the IPv4 headers that encapsulate the tunneled IPv6 packets.
Configuring this address on the tunnel also identifies the
interface via which the tunneled packets will egress the switch

IPv6 forwarding must be enabled

The bulk of the IPv6 2002:/16 range are accessed via the IPv4
network

Some 2002:: subnets are reached via the IPv6 network

Enable SNMP

Configure a port into VLAN 2
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Configuration of the Allied Telesis 6to4 tunneling switch

interface vlan|
ip address 139.72.129.57/24

ip route 133.27.65.0/24 139.72.129.56
ip route 136.34.23.0/24 139.72.129.56

vlan database
vlan 2 name v6

interface vlan2
ipv6 address 2002:8b48:8139:1001:10/64

interface tunnel 100
tunnel source 139.72.129.57
tunnel mode ipvéip 6to4

ipvé forwarding

ipvé6 route 2002:/16 tunnel 100

ipv6 route 2002:8b48:8139:/48 2002:8b48:8139:1001::12

ipv6 route 2002:8b48:8139:1002:/64 2002:8b48:8139:1001::12
ipv6 route 2002:8b48:8139:1003:/64 2002:8b48:8139:1001::12
ipvé route 2002:c0a8:500:1001:/64 2002:8b48:8139:1001::12

snmp-server
snmp-server community public

interface port3.0.2
switchport access vlan 2
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Configuring the 6to4 hosts

On both Microsoft Windows XP and Vista, the configuration of 6to4 tunneling is performed from the text command line, rather than by
graphical means.

The initial installation and enabling of the IPv6 protocol can be performed graphically, but thereafter the configuration is performed
textually.

m Under Windows Vista, the IPv6 protocol is installed by default.

m Under Windows XP it must be installed.

Open the Network Connections window, from the Control Panel.

Then, within this window, double-click the NIC via which you wish the PC to perform 6to4 tunneling. In the resulting Properties window,
click Install...

-4 Test LAN Properties

General | Authentication I Advanced I

Connect using:

E@ IntelR] PROA00 S Deskiop Adapter

Thiz connection uzes the following items;

l Mavvell Client for Windows
% Clignt for Microsoft Networks
.@ File: and Printer Sharing for Microsoft Metworks

LI

2|

J= 305 Packet Scheduler e
1| | »

[nztall... | I rinztall | Froperties |
Description

Allovwz wour computer o access resources on the netwaork.

[T Show icon in notification area when connected
¥ Muotify me when this connection has limited or no connectivity

k. Cancel

You will then be presented with the Select Network Component Type window from which to choose the type of network
component you wish to install.

Allied Telesis

Page 4

www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

Choose Protocol, and click Add....

Select Network Component Type 7 x|

Click the type of network, component you want to ingtall

18] Client
.@ Service
g Protocol

— Description

& protocol iz a language your computer uzes to
communicate with other compters.

Add... Cancel

From the resulting Select Network Protocol window, choose Microsoft TCP/IP version 6, and click OK.

Select Network Protocol 2 =|

Click the Metwork, Protocal that pou want toinstall, then click OF. I pou have
E ar inztallation dizk for this component, click Hawe Dizk.

M anufacturer | Metwork, Protocaol:
Microzoft

< | B

y P IEISES Havve Disk... |
Tell me why driver sighing iz irmporkant

| [k I Cancel |
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Click OK in the previous window, to drop back to the NIC properties window. Ensure that the check box beside Microsoft TCP/IP version 6

is ticked.

. Test LAN Properties e

General | Authentication I .ﬁ.dvancedl

Connect uging:

B IntellR] PROA00D S Deskiop Adapter

Thiz canhection uzes the fallowing items:

LConfigure. ..

4Bl 05 Packet Scheduler

.@ File and Printer Sharing for Microzoft Metworks

LN

= tMicrozaft TCPARP wersion &

S Metwaork, Moritor Driver

a| | v
Inztall... | Urirztall Froperties |

Dezcription

interconnected nebwork s,

TCPAP werzsion B. The next-generation version of the intermet
protocol that provides communication across diverse

[T Show icon in notification area when connected

¥ Maotify me when this connection hasz limited or no connectivit

Cloze Eanzel

IPv6 is now installed, and enabled.

Close the NIC properties window.

Open a Command Line window.

The 6to4 tunnel is configured via a set of netsh commands.

With IPv6 having been enabled, a set of IPv6 tunnel interfaces are automatically created, including a 6to4 tunnel interface.

C:\>netsh interface ipv6 show interface

Querying active state...

Idx Met MTU State

6 0 1500 Disconnected

5 0 1500 Disconnected

4 2 1280 Disconnected

3 1 1280 Disconnected

2 1 1280 Disconnected

1 0 1500 Connected
Allied Telesis

Main LAN

Test LAN

Teredo Tunneling Pseudo-Interface
6to4 Pseudo-Interface

Automatic Tunneling Pseudo-Interface
oopback Pseudo-Interface
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Configure the x600's IPv4 address as the relay to which the PC will tunnel its IPvé data into, in order to communicate with the IPvé network.

C:\>netsh interface ipv6 6tod4 set relay 139.72.129.57 enable
Ok.

The 6to4 tunnel interface is automatically configured with an IPvé address that is derived from its IPv4 address. Confirm that bytes 3 through 6 of

the address are 8822:170a, which are a hex representation of the IPv4 address 136.34.23.10

C:\>netsh interface ipv6 show interface 3
Querying active state...

Interface 3: 6to4 Tunneling Pseudo-Interface

Addr Type DAD State Valid Life Pref. Life Address

Other Preferred infinite infinite 2002:8822:170a::8822:170a
Connection Name : 6to4 Tunneling Pseudo-Interface

GUID - {A995346E-9F3E-2EDB-47D1-9CC7BA01CD73}
State : Connected

Metric -1

Link MTU : 1280 bytes

True Link MTU : 65515 bytes

Current Hop Limit - 128

Reachable Time : 38s

Base Reachable Time : 30s

Retransmission Interval - 1s

DAD Transmits -0

DNS Suffix :

Firewall : disabled

Site Prefix Length : 48 bits

Zone ID for Link : 3

Zone ID for Site o1

Uses Neighbor Discovery : No

Sends Router Advertisements : No

Forwards Packets : No

Add a route to the 2002:/16 IPv6 address range via the tunnel.

C:\>ipv6 rtu 2002::/716 3 pub

C:\>netsh interface ipv6 show routes
Querying active state...

Publish Type Met Prefix Idx Gateway/Interface Name

yes Manual 1001 2002::/16 3 6tod4 Tunneling Pseudo-Interface

It is now possible to ping to the server in the IPv6 network
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C:\>ping 2002:8b48:8139:1002::10

Pinging 2002:8b48:8139:1002::10 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

2002:8b48:8139:1002::10:
2002:8b48:8139:1002::10:
2002:8b48:8139:1002::10:
2002:8b48:8139:1002::10:

time<lms
time<lms
time<lms
time<lms

Ping statistics for 2002:8b48:8139:1002::10:
Packets: Sent = 4, Received =
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average =

4, Lost =

0 (0% loss),

Oms

Configuring Windows Vista uses the same commands as are used on Windows XP. The only difference is that the IPv6 protocol does not have to
be installed at the start of the process, as it is installed by default.

ISATAP tunneling

6to4 tunneling is effective for connecting IPv6 networks to each other over an IPv4 network, or for connecting IPv6 hosts to an IPvé network.

However, it does not enable IPvé hosts connected to an IPv4 network to communicate directly to each other

An alternative tunneling technique is ISATAP tunneling, which enables direct IPv6 host-to-host communication across an IPv4 network, and host
communication to an IPv6 network across an IPv4 network. Unlike 6to4 tunneling, it does not enable whole IPv6 networks to communicate with
each other across an IPv4 network.

In this solution example, we will look at configuring an Allied Telesis 8000-series switch to use ISATAP to enable it to be managed by IPv6 even
though it is attached to an IPv4 network.

Allied Telesis
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Configuring the ISATAP router

Before considering the configuration of the 8000-series switch, we need to look at the setting up of an ISATAP router.

Any IPv4 network that uses ISATAP needs an ISATAP router connected to some point on the IPv4 network. The router advertises to the ISATAP
host the IPv6 subnet address that is being used on the network. The ISATAP hosts learn this subnet address from the router; and derive their own
host addresses by appending their IPv4 address to the end of the IPv6 subnet address.

The format of the ISATAP host IPv6 addresses is:

2002:XX:XX:XX:XX::5efe:<ipv4 address>
e.g.2002:c0a8:500:1001::5efe:192.168.3.11

Where 2002: XX XX XXX X is the subnet address advertised from the ISATAP router. The ISATAP router can also be used to enable the ISATAP
hosts to communicate with an IPvé network.

In this solution, we will use a Microsoft Windows 2008 server as the ISATAP router.
To set up an ISATAP router

First, it is necessary to add a record to the network's DNS server. Most ISATAP host implementations find the identity of the ISATAP router by
performing a DNS lookup for the name ISATAR<domain name>. So, add a record for the name ISATAP to the network's DNS server.
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| — | i

By default, the Microsoft Windows DNS server will block DNS requests for the name isatap. To re-configure to server to accept these requests,
you need to edit the registry.

Run Regedit, and navigate to the Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters.

Within this key, double-click on the parameter GlobalQueryBlockList. This will list the names that server is currently blocking requests for: Delete
the name isatap from this list.
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To configure the Microsoft Windows Server 2008 as an ISATAP router:
Begin by configuring an IPv6 address on the interface that attaches to the IPvé network.

For this change to take effect, it is necessary to restart the DNS server.

In Control Panel > Network Connections, right-click on the NIC that connects to the IPv6 network, and choose Properties from the resulting

pop-up menu.

_F": Matwork Conneciions

m [ - ControlPanel - Hetwork Cannections

Fla ESt Vew Tods Adverced Heb
Organize * =7 Views ¥ =l Enable the networic device | Diagnose |

Local Area Connection 2

PR VNPT T— ~M-w
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This will open the NIC properties window.

In this window, choose Internet Protocol Version 6(TCP/IPvé6), then click Properties.

¥ s Link-Layer Topology Discowery Mapper /O Driver
W & Link-Layer Topology Discovery Responder

The configuring of the ISATAP interface on the Server is carried out on the command line.

At the command line:
Set the ISATAP router address to be the IP address on the server's own IPv4 interface

C:\Users\Administrator>netsh interface isatap set router 192.168.2.254
Ok.
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The server will possess a set of IPvé interfaces. It is not immediately obvious which one is the ISATAP interface.
C:\Users\Administrator>netsh interface ipv6 show interface

ldx Met MTU State Name

1 50 4294967295 connected Loopback Pseudo-Interface 1

19 25 1280 connected Local Area Connection* 8
11 10 1280 disconnected Local Area Connection* 9
13 25 1280 connected Local Area Connection* 11
10 20 1500 connected Local Area Connection

12 20 1500 connected Local Area Connection 2

In this case, the ISATAP interface is interface 13.This is seen from the fact that the link-local IPvé address on this interface is of the form

fe80::5efe:<IPv4 address>, which is the form of the link-local address for an ISATAP interface.
C:\Users\Administrator>netsh interface ipv6 show addresses 13

Address fe80::5efe:192.168.2.254%13 Parameters

Interface Luid : Local Area Connection* 11
Scope Id : 0.13

Valid Lifetime - infinite

Preferred Lifetime - infinite

DAD State : Preferred

Address Type : Other

Configure this interface as a routing interface, which sends out router advertisements.

C:\Users\Administrator>netsh interface ipv6 set interface 13 forwarding=enable
Ok.

C:\Users\Administrator>netsh interface ipv6 set interface 13 advertise=enabled
Ok.

Configure a subnet address that the router will advertise to the ISATAP hosts attached to the IPv4 network.

C:\Users\Administrator>netsh interface ipv6 add route 2002:c0a8:0500:1001::/64
13 publish=yes
Ok .

Configure the interface connected to the IPv6 network as a routing interface, which sends out router advertisements.

C:\Users\Administrator>netsh interface ipv6 set interface 10 advertise=enabled
Ok.

C:\Users\Administrator>netsh interface ipv6 set interface 10 forwarding=enabled
Ok.

Allied Telesis Page I3

www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

Add a default route that is directed towards the IPv6 network. This route must be set with Publish=yes. This will ensure that the router
advertisements sent from the ISATAP interface will advertise the router as a default router. If the 8000-series switch (and other ISATAP hosts)
receives router advertisements that do not identify the router as a default router, then it will not create an IPv6 default route, and will not be able

to communicate outside its local IPv6 subnet.

C:\Users\Administrator>netsh interface ipv6 add route::/0 interface=10

next=2002:8b48:8139:1003::12 publish=yes
Ok.

The Microsoft Windows 2008 server is now set up as an ISATAP router.

Configuring the 8000-series switch as an ISATAP host

An IPv4 IP address and default gateway needs to be configured
on the switch

Create the ISATAP tunnel interface

A DNS server and domain name need to be configured, so that
the switch can perform the DNS lookup to identify the ISATAP
router

Configure the switch for management by SNMPvé6

The switch will discover the IPv4 address of the ISATAP router

sh ipv6 tunnel

Router DNS name : isatap
Router IPv4 address : 192.168.2.254

DNS Query interval : 10 seconds
Min DNS Query interval : 0 seconds
Router Solicitation interval : 10 seconds

Min Router Solicitation interval : 0 seconds
Robustness : 20

interface vian |
ip address 192.168.3.11 255.255.255.0
ip default-gateway 192.168.3.254

interface tunnel |
tunnel mode ipv6ip isatap
tunnel source auto

ip domain-name newforest.com
ip name-server 192.168.2.254

snmp-server community public rw
2002:c0a8:500: 100 1::5efe: 192.168.2.254

The switch will automatically generate its ISATAP IPvé6 address by appending its IPv4 address to the IPv6 subnet address advertised by the ISATAP
router: It will also have the link-local IPv6 address of the ISATAP router as its IPvé default gateway.

Allied Telesis

Page 14

www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS | IPvé Transition Technologies

console# sh ipv6 interface

Interface IP addresses Type

tunnell 2002:c0a8:500:1001: :5efe:192.168.3.11 other
tunnell fe80::5efe:192.168.3.11 linklayer
Default Gateway IP address Type Interface State
fe80::5efe:192.168.2.254 Dynamic tunnell reachable

console# sh ipv6 route

Codes: L - Local, S - Static, I - ICMP, ND - Router Advertisment
The number in the brackets is the metric.

ND ::/0 via fe80::5efe:192.168.2.254 [32] tunnell Lifetime 60462 sec
L 2002:c0a8:500:1001::/64 is directly connected, tunnell Lifetime 2145528 sec

IPv6é network management
The ISATAP configuration on the 8000-series switch means that it can be managed by IPvé6 from an IPvé-capable management station.

For example, the switch can be accessed by a MIB browser using SNMPvé.

fAddress: | 93:500:1001:0:5efe: 152.168.2.11 [w| Advanced... w:|.l.3.ﬁ.:.:-'.:|.:|.|.cl |-|_cwm|n: -l 1 |

Resolt Table |

=- = M2 -ME8 _s0.org. dod.

Vaslue

+1.3.6.1.4.1.207.1.4, 126
eyalipTims. 0 147 howrs 23 minutes 50 seconck TimeTicks

syaDRl sstChang... 0 milsecond TimaTicdks
sysORID. 1 21.3.6.1.4.1.85.73 am
sysORDesor 1 RS capabiities Qetetstrng
FysoRLp Time. | 0 milisecond TimaTiks

Status =

«i50,0rg, dodunternet. mgme, mib- 2, svstem. sysDescr, 0 | 60344 P 198 of 28M |EI|
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Similarly, the 6to4 router can be managed by SNMPVé. in fact, the x-series switches support the IPv6 MIB, and so the IPv6 statistics in the switch
can be accessed by SNMPvé.

Address: |2002:6b48:8139:1001:10 | Advanced..  om: 13612158 || operations: |get - @ ‘
SNMP MIBs Result Table |
1B.is MName|OID Value | Type |
[ ipv6MIBObjects ipvEForwarding.0 forwarding Integer a | L
{0 ipveForwarding ipveDefaultHopLimit, 0 64 Inkeger D
¥ ipvéDefaultHopLimit ipveInterfaces.0 El Gaugs
ipw6Interfaces ipveIfDescr.1 lo QcketString @
B ipvéTFTableLastChange ipveIfDescr.5 vlan4094 Oicketstring
- [ ipveIfTable ipveIfDescr.6 tunnel100 COcketString })
- [T ipv6IFStatsTable ipveIfDescr.201 vlani CcketString _—
X ) ipveIfDescr.202 vlan2 CQckekString ﬁ
= ipvbAddrPrefixTable ipveIfLowerLayer, 1 0.0 oID
- (3] ipveAddrTable ipv6IfLowerLayer.5 0.0 OID " =
- ipveRouteNumber ipvEIfLowerL ayer.6 0.0 oD
-~ & ipveDiscardedRaoutes ipveIFLowerLayer. 201 0.0 oD
- [ ipvERouteTable ipveIfLowerLayer,202 0.0 oD
B [ ipvENetToMediaTable ipvBIFEFFeckiveMu. 1 16436 Gauge
=[5 ipvBNotifications ipveIFEFfectiveMbu.5 1500 Gauge
-3 ipveMatificationPrefix ipveIFEFfectiveMiu. & 1480 Gauge
-2 ipveConformance ipveIFEFfectiveMiu, 201 1500 Gauge
527 ipveCompliances ipveIFEFfectiveMtu, 202 1500 Gauge
ipveIFPhysicalAddress. 1 OcketString
ipveIFPhysicalAddress.5 00-15-77-C2-4D-53 CicketString
ipvEMIB ipveIfPhysicalAddress.6 8B-48-51-33-00-00 OctetString
1.3.6.1.2.1.55 # lpvelfPhysicalAddress, 201 00-15-77-C2-4D-53 Octetstring
IPVE-MIE ipvEIFPhysicalAddress, 202 00-15-77-C2-4D-53 OctetString
ipveIFAdminStatus, 1 up Integer
ipveIfAdminStatus.S down Integer
ipveIfAdminStatus.6 up Integer -
.is0.0rg.dod.internet, mamt.mib-2.ipvEMIB || 10:3m06pm || 26Mof2em  |FR
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Allied Telesis is a world class leader in delivering IP/Ethernet network
solutions to the global market place.We create innovative, standards-based IP
networks that seamlessly connect you with voice, video, and data services.

Enterprise customers can build complete end-to-end networking
solutions through a single vendor, with core to edge technologies ranging
from powerful 10 Gigabit Layer 3 switches right through to media
converters.

Allied Telesis also offer a wide range of access, aggregation, and backbone
solutions for Service Providers. Our products range from industry

leading media gateways which allow voice, video, and data services to be
delivered to the home and business, right through to high-end chassis-based
platforms providing significant network infrastructure.

Allied Telesis flexible service and support programs are tailored to meet
a wide range of needs, and are designed to protect your Allied Telesis
investment well into the future.

Visit us online at www.alliedtelesis.com
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